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October 25, 2011 Number: U1120

The City of San Diego is accepting resumes for the unclassified position of

DEPUTY DIRECTOR, TRANSPORTATION ENGINEERING
OPERATIONS DIVISION

Salary Range: Dependent on qualifications and experience.

Recruitment: Open to all current City of San Diego employees who meet the
qualifications stated below.

Filing Deadline: November 14, 2011

The City:

With more than 1.3 million people, the City of San Diego is the eighth largest city in the United
States and the second largest in California. The City of San Diego’s strong economy, diverse
population, great educational institutions, unsurpassed quality of life and world-renowned
location makes it the ideal place to work, live and play. With its great weather, miles of sandy
beaches and major attractions, San Diego is known worldwide as “America’s Finest City.”

As one of the region’s largest employers, the City of San Diego has a combined Fiscal Year 2011
operating budget of $2.6 billion and employs approximately 10,000 highly dedicated employees.
Additional information about the City of San Diego can be obtained on the City’s website:
www.sandiego.gov.

The Department:

The Transportation & Storm Water Department is responsible for the operation and maintenance
of streets, sidewalks, and storm drains; protecting and improving the water quality of rivers,
creeks, bays, and the ocean; engineering of traffic and transportation systems; managing the
Utilities Undergrounding program; and planning and coordinating work in the right-of-way. The
Department is comprised of four distinct divisions: Street, Storm Water, Transportation
Engineering Operations, and Administration & Right of Way Coordination.

The Transportation Engineering Operations Division has 63 employees, an annual operating
budget of $9 million, and programs more than $15 million in capital improvements. The Division
is responsible for traffic investigations for signs, markings, traffic control devices, speeding
concerns, and parking issues; accident data collection and analysis; traffic volume data
collection; establishment of speed zones; traffic signal management (signal timing, installation,
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and modification); conducting mobility studies; and investigating and responding to the need for
street lights, pedestrian safety improvements, traffic calming, and school safety improvements.
In addition, the Division manages the Pedicab Program, the Bicycle Program, and the
Transportation Alternatives Program that subsidizes vanpool, trolley, carpool, and coaster usage
as a traffic demand management function.

The Position:

Under the direction of the Transportation & Storm Water Department Director, the
Transportation Engineering Operations Division Deputy Director will be responsible for
directing and managing all aspects of the Division.

The Deputy Director is responsible for coordination with regional transportation agencies such as
the San Diego Association of Governments (SANDAG), San Diego Metropolitan Transit System
(MTS), and Caltrans. The Deputy Director also identifies needed roadway improvements,
prioritizes projects, programs the funding, and then transfers the project to the Public Works
Department for design and construction.

Quialifications:
The ideal candidate will possess the following qualifications:

e Strong quantitative analytical abilities, including a thorough understanding of common
data analysis tools and programs;

e Excellent writing and communication skills;

e Strong interpersonal skills;

e Ability to communicate complex and technical information in a simple, clear and
straightforward manner, including the use of graphs and tables as needed;

e Ability to communicate effectively to different audiences, including elected officials,
various levels of City management and members of the public;

e Ability to comprehend technical details and understand how they relate to and impact the
“big picture”;

e Ability to work both independently and as part of a team in a fast-paced, high pressure
environment with tight time constraints;

e Interest in municipal activities and services and how they impact the community;

e Highly ethical and objective, with the ability to navigate in a political environment
without being political; and

e Energetic and motivated with the ability and desire to take initiative.

Any combination of education and experience that demonstrates these qualifications may be
qualifying. A typical way to qualify would be possession of a Bachelor’s Degree in engineering
or public administration, and five years of progressively responsible management experience in
the public and/or private sector that demonstrates the ability to provide managerial direction in a
challenging environment. Specific experience in transportation engineering is highly desirable.

Management Benefits:
The successful candidate will be eligible for participation in the City’s Flexible Benefits Plan
that offers several optional benefit plans or a taxable cash option; $50,000 in City-paid life
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insurance; paid annual leave accruing at 6.77 hours each biweekly pa%/ period (equivalent to
approximately 22 eight-hour days per year) for the 1* through the 15" year of services; defined
benefit City retirement with CalPERS reciprocity for those with eligible service and a mandatory
1% contribution to the 401(a) plan and .25% contribution to a retiree medical trust with a City
match to each; and optional deferred compensation (457) and 401(k) programs.

Retirement benefits for current City employees may differ for this unclassified position. For
further information contact Risk Management at (619) 236-6600. The benefits currently offered
to employees may be subjected to future modifications.

Selection Process:

To be considered for this position, please submit two copies of each of the following: your
current resume, a letter of interest highlighting your relevant work experience and a list of three
work-related references — sending via Email to the Human Resources Department at
HumanResources@sandiego.gov, or using City inter-office mail to MS 56 in an envelope
marked “CONFIDENTIAL: Unclassified Recruitment — Deputy Director, Transportation
Engineering Operations Division™ or sending by US Mail to:

City of San Diego

Human Resources Department
1200 Third Avenue, Suite 1316
San Diego, CA 92101

Following the closing date, resumes will be screened according to the qualifications outlined
above. The most qualified candidates will be invited to a screening interview. Finalist interviews
will be held with a City of San Diego selection committee.

If you have any questions, please contact the City’s Human Resources Department at (619) 236-
6313.

The City of San Diego has an active Equal Opportunity/ADA Program for employment and
vigorously supports diversity in the workplace.

SCOTT CHADWICK
Human Resources Director

GS/October 30, 2011/2250.
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September 2, 2011 Number: U1118

The City of San Diego is accepting resumes for the unclassified position of

DEPUTY DIRECTOR, EMPLOYEE SERVICES & QUALITY ASSURANCE
(formerly Employee Services & Internal Control),
PUBLIC UTILITIES DEPARTMENT

Salary Range: Open within an established range of approximately $105,000 to
$120,000 annually, dependent on qualifications and experience.

Recruitment: Open to internal Qualified Candidates within the City of San Diego.

Filing Deadline: Open until filled. Candidates are encouraged to apply promptly as

the review of resumes will commence immediately after the
application filing deadline.

The City:

With more than 1.3 million people, the City of San Diego is the eighth largest city in the United
States and the second largest in California. The City of San Diego’s strong economy, diverse
population, great educational institutions, unsurpassed quality of life and world-renowned
location makes it the ideal place to work, live and play. With its great weather, miles of sandy
beaches and major attractions, San Diego is known worldwide as “America’s Finest City.”

As one of the region’s largest employers, the City of San Diego has a combined Fiscal Year 2011
operating budget of $2.6 billion and employs approximately 10,000 highly dedicated employees.
Additional information about the City of San Diego can be obtained on the City’s website:
www.sandiego.gov.

The Department:

The Public Utilities Department is comprised of four branches that are funded by both the Water
Enterprise Fund and the Sewer Enterprise Fund. Though the different branches cover all the
tasks required by the Public Utilities Department, separate accounting is kept for each fund. Day-
to-day operational responsibility for the Public Utilities Department rests with the Branch
Assistant Directors, each of whom reports to the Director of Public Utilities. The Public Utilities’
management team is further comprised of Deputy Directors who head each of the ten major
divisions, plus two Program Managers who report to the Water and Wastewater Branch Assistant
Directors.
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The Employee Services and Quality Assurance (ESQA) Division provides department-wide
support for the Water and Wastewater Enterprise Funds in the following administrative areas:
human resources and payroll; employee training and development; occupational safety; contracts
management; strategic planning and performance management; records management; quality
assurance and control; and provides staff support to the department’s Independent Rates
Oversight Committee and Metropolitan Wastewater Commission.

The Position:
Under the general direction of the Public Utilities Department Director and Business Support
Branch Assistant Director, the ESQA Deputy Director is responsible for the management and
oversight of the following functions associated with the water and sewer funds:
e Human resources
Occupational safety, employee training and development
Budget Development and Monitoring for ESQA activities
Contract coordination and records management
Quality assurance, strategic planning and performance management programs

In addition, the ESIC Deputy Director will:

e Represent the Department before a variety of governing bodies within the City, including
oversight committees, City Council, Civil Service Commission, etc.

e Participate in negotiations with a variety of water and wastewater agencies and work
closely with elected officials, community leaders and representatives from those agencies
to achieve resolution or decisions;

e Represent the Division and Department at various industry and professional forums;

e Establish and coordinate Department administrative polices within assigned area of
responsibilities;

e Direct the work of subordinate staff;

e Perform related duties as assigned.

The Division has a workforce of 76 full time employees and a Divisional Budget of
approximately $12M.

Quialifications:
The ideal candidate will possess the following qualifications:

e Substantial, progressively responsible management experience, preferably with
substantial City of San Diego experience in internal support services, finance, quality
assurance, development and monitoring;

e Experience in HR, Safety, Training, managerial experience in strategic business planning,
performance metrics and measures;

e A commitment to public service, fiscal responsibility, and innovation in government;

e Excellent problem solving skills, with the ability to proactively identify and support
creative and viable business solutions;

e The ability to balance competing interests in a regulatory and political environment;

e Focus on enhanced customer service and customer satisfaction;
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e Excellent written and verbal communication skills;

e Strong business and political acumen to work effectively with internal customers,
regulating agencies and elected officials;

e Strong leadership skills, with the ability to successfully interact with a wide variety of
stakeholders;

e Demonstrated commitment to quality improvement and performance excellence; and

e Active and genuine commitment to managing diversity in the workplace and encouraging
high performing teams.

Any combination of education and experience that demonstrates these qualifications may be
qualifying. Mandatory requirements include possession of a Bachelor’s Degree in Business or a
related field, and five years of progressively more responsible, high-level managerial experience in
budgetary, financial, human resources, safety, training, and strategic support services oversight,
including five years at the management and policy making level with direction over professional
staff. Possession of an advanced degree in public administration, human resources, or related field is
desirable.

Management Benefits:

The successful candidate will be eligible for participation in the City’s Flexible Benefits Plan
that offers several optional benefit plans or a taxable cash option; $50,000 in City-paid life
insurance; paid annual leave accruing at 22 days per year for the 1 through the 15" year of
service; defined benefit City retirement with CalPERS reciprocity for those with eligible service
and a mandatory 1% contribution to the 401(a) plan and .25% contribution to a retiree medical
trust (with a City match to each); and optional deferred compensation (457) and 401(k)
programs. Retirement benefits for current City employees may differ for this unclassified
position. For further information contact Risk Management at (619) 236-6600. The benefits
currently offered to employees may be subjected to future modifications.

Selection Process:

To be considered for this position, please submit the following: your current resume, a letter of
interest highlighting your relevant work experience and a list of three work-related references —
sending via Email to the Human Resources Department at HumanResources@sandiego.gov, or
two copies of the requested materials when using City inter-office mail to MS 56 in an envelope
marked “CONFIDENTIAL: Unclassified Recruitment — Deputy Director, Employee Services
& Quality Assurance” or sending by US Mail to:

City of San Diego

Human Resources Department
1200 Third Avenue, Suite 1316
San Diego, CA 92101

Following the closing date, resumes will be screened according to the qualifications outlined
above. The most qualified candidates will be invited to a screening interview. Finalist interviews
will be held with a City of San Diego selection committee.
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The City of San Diego has an active Equal Opportunity/ADA Program for employment and
vigorously supports diversity in the workplace.

Scott Chadwick
Human Resources Director

JC/September 1, 2011/2214






August 30, 2011 Ul1115

The City of San Diego is currently accepting resumes for the unclassified position of
IT VENDOR/SOURCING MANAGER

Salary Range: Dependent on qualifications and experience

Recruitment: Open to all Qualified Candidates

Filing Deadline: Open Until Filled

The City

With more than 1.3 million people, the City of San Diego is the eighth largest city in the United
States and the second largest in California. The City of San Diego’s strong economy, diverse
population, great educational institutions, unsurpassed quality of life, and world-renowned
location make it the ideal place to work, live, and play. With its great weather, miles of sandy
beaches and major attractions, San Diego is known worldwide as “America’s Finest City.”

As one of the region’s largest employers, the City of San Diego has a combined Fiscal Year 2011
operating budget of $2.76 billion and employs approximately 10,000 highly dedicated
employees. Additional information about the City of San Diego can be obtained on the City’s
website at www.sandiego.gov.

The Department

The Department of Information Technology, reporting under the Chief Financial Officer, is
responsible for City-wide oversight of the City’s IT budget of approximately $90 million,
including management of contracts for outsourced IT services (data center, help desk and
desktop support, data and voice networks, and application development and maintenance
services); providing enterprise-wide IT strategic direction; creating and implementing IT
standards, operational policies, and procedures; coordinating major City-wide IT initiatives; and
managing the City’s public and internal web sites.

The Position

The IT Vendor/Sourcing Manager reports to the Information Technology Director and is
responsible for developing and maintaining IT Sourcing Strategies & principles; managing the
sourcing roadmap; managing sourcing program communications & education; fostering senior
management relationship (between Provider and City); setting relationship goals & objectives;
and managing SLAs.
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Set Relationship Goals & Objectives — Overall
» Gains bi-lateral agreement on measurable service objectives and project
milestones to be reached over a defined period of time
Manage Escalations— Overall
» Addresses issues—contractually stated or otherwise—with the provider
» Works to help provider fix and permanently overcome contract issues
Manage Provider Relationship — Overall
» Meets regularly with provider to address operational services issues and seeks
improvement in the overall working relationship
» Acts as gatekeeper to the broader City of San Diego organization on all services
and delivery operations
Oversee Service Delivery Compliance
» Through subordinate managers, oversees day to day provision of services by
provider to ensure compliant operational performance
Manage Operational IS Relationship with City of San Diego Business Users
» Communicates project services issues and changes to affected City of San Diego
managers
*  Works with user community to help ensure services match business needs

Quialifications:
The ideal candidate will possess the following minimum qualifications:

e Demonstrated ability to manage highly complex technical contracts from negotiation through
completion and close-out

e Demonstrated ability to develop and maintain positive working relationships with contracted
vendors and the business customers receiving the vendor services

e Current working knowledge of and experience in general information technology systems
and IT industry trends including information security;

e Demonstrated business and political acumen to work effectively with the public, other
agencies, businesses, and elected officials;

e Ability to balance between competing priorities with externally imposed deadlines;

e Strong interpersonal and leadership skills, with the demonstrated ability to successfully
interact with a wide variety of stakeholders (e.g., subordinates, co-workers/peers, managers,
and executives) and work cooperatively toward commonly supported solutions;

e Excellent written and verbal communications skills; and

e A commitment to public service, fiscal responsibility, and innovation in government.

Any combination of education and experience that demonstrates these qualifications may be
qualifying. Possession of a Bachelor’s Degree in information systems/technology, computer
science, information security, business administration, public administration or a related field
and a minimum of five (5) years of supervisory or managerial experience in information
technology contract/vendor management, is required. Experience in working with complex
systems and projects, requiring motivation and interaction with a wide variety of team/group
members, is required. At least three years of public sector experience is highly desirable. A
Master’s Degree or advanced education in information technology or information security is
highly desirable.
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Management Benefits:

The successful candidate will be eligible for participation in the City’s Flexible Benefits Plan
that offers several optional benefit plans or a taxable cash option; $50,000 in City-paid life
insurance; paid annual leave accruing at 22 days per year for the 1st through the 15th year of
service; defined benefit City retirement with CalPERS reciprocity for those with eligible service;
and a mandatory 1% contribution to the 401(a) plan and .25% contribution to a retiree medical
trust with a City match to each; and optional deferred compensation (457) and 401(k) programs.

Retirement benefits for current City employees may differ from this unclassified position. For
further information, contact Risk Management at (619) 236-6600. The benefits currently offered
to employees may be subject to future modifications.

Selection Process:

To be considered for this position, please submit the following: your current resume, a letter of
interest highlighting your relevant work experience and a list of three work-related references —
sending via Email to the Human Resources Department at HumanResources@sandiego.gov, or
two copies of the requested materials when using City inter-office mail to MS 56 in an envelope
marked “CONFIDENTIAL: Unclassified Recruitment — Recruiting Title” or sending by US
Mail to:

City of San Diego

Human Resources Department
1200 Third Avenue, Suite 1316
San Diego, CA 92101

Following the closing date, resumes will be screened according to the qualifications outlined
above. The most qualified candidates will be invited to a screening interview. Finalist interviews
will be held with a City of San Diego selection committee.

If you have any questions, please contact the City’s Human Resources Department at (619) 236-
6313.

The City of San Diego has an active Equal Opportunity/ADA Program for employment and
vigorously supports diversity in the workplace.

SCOTT CHADWICK
Human Resources Director Rev 1./JC/91611/2270
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The City of San Diego is currently accepting resumes for the unclassified position of
INFORMATION SECURITY, COMPLIANCE, & RISK PROFESSIONAL

Salary Range: Dependent on qualifications and experience

Recruitment: Open to all Qualified Candidates

Filing Deadline: Open Until Filled

The City

With more than 1.3 million people, the City of San Diego is the eighth largest city in the United
States and the second largest in California. The City of San Diego’s strong economy, diverse
population, great educational institutions, unsurpassed quality of life, and world-renowned
location make it the ideal place to work, live, and play. With its great weather, miles of sandy
beaches and major attractions, San Diego is known worldwide as “America’s Finest City.”

As one of the region’s largest employers, the City of San Diego has a combined Fiscal Year 2011
operating budget of $2.76 billion and employs approximately 10,000 highly dedicated
employees. Additional information about the City of San Diego can be obtained on the City’s
website at www.sandiego.gov.

The Department

The Department of Information Technology, reporting under the Chief Financial Officer, is
responsible for City-wide oversight of the City’s annual IT budget of approximately $90 million,
including management of contracts for outsourced IT services (data center, help desk and
desktop support, data and voice networks, and application development and maintenance
services); providing enterprise-wide IT strategic direction; creating and implementing IT
standards, operational policies, and procedures; coordinating major City-wide IT initiatives; and
managing the City’s public and internal web sites.

The Position

The Information Security, Compliance, & Risk Professional reports to the Information
Security, Compliance, & Risk Officer. In general, this position is responsible for assisting with
the development and implementation of information security strategies; monitoring and
enforcement of the City’s information security policies, standards, procedures, and internal
controls; coordination and management of a security awareness program, business continuity and
disaster recovery plans; overseeing, evaluating, and supporting information compliance issues,
which may include managing and monitoring security standards or internal controls compliance,
leading or conducting internal investigations, security and risk assessments, and helping
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employees understand and comply with applicable information security regulations, policies, and
procedures; and may also include providing guidance and autonomous evaluations of the City’s
information security compliance to management. This position will help manage contractual
external information security services provided to the City.

The position will work with other professional Information Security staff who conduct electronic
discovery (eDiscovery) related to California Public Records Act (CPRA) requests, litigation or
internal investigations, and who administer various security systems and oversee security
compliance of IT service providers. This position works with local, regional, state, and federal
agencies on a regular basis, including the Law Enforcement Coordination Center (LECC, aka
Fusion Center), Regional Terrorism Threat Assessment Center (RTTAC), Computer And
Technology Crime High-tech (CATCH) Response Team, California Office of Information
Security, San Diego field office of the FBI, and representatives from the federal Department of
Homeland Security (DHS) on issues related to cybersecurity and protection of local government
critical infrastructure. This position may actively participate in the San Diego Chapter of the
FBI-sponsored InfraGard Members Alliance (InfraGard), a public-private partnership dedicated
to Critical Infrastructure Protection, especially related to cybersecurity. In addition, this position
may be expected to act as a representative of the City of San Diego, working in conjunction with
Police Department representatives, in the Securing Our eCity (SOeC) regional public-private
partnership dedicated to increasing and enhancing cybersecurity awareness and education for
employees, local businesses, citizens, schools, and community groups.

Primary Qualifications:

The ideal candidate will possess the following minimum qualifications:

e Comprehensive working knowledge and experience in information security technologies,
tactics, products, and industry best practices;

e Current working knowledge of and experience in general information technology systems
and IT industry trends;

e Demonstrated knowledge of and experience in information systems risk and compliance
management for ensuring the safety, integrity, and availability of protected data;

e Self-motivated and capable of making and implementing decisions which may have a
significant impact on the security and integrity of the organization’s data;

e Superior planning and organizational skills to develop and implement information security,
risk, and compliance strategies, policies and procedures;

e Demonstrated business and political acumen to work effectively with the public, other
agencies, businesses, and elected officials;

e Ability to balance between competing priorities with externally imposed deadlines;

e Strong interpersonal and leadership skills, with the demonstrated ability to successfully
interact with a wide variety of stakeholders (e.g., subordinates, co-workers/peers, managers,
and executives) and work cooperatively toward commonly supported solutions;

e Excellent written and verbal communications skills;

e A commitment to public service, fiscal responsibility, and innovation in government; and

e Extensive knowledge of and experience with user authentication mechanisms, TCP/IP
protocols and standards, Intrusion Detection Systems (IDS), Intrusion Prevention Systems
(IPS), Data Loss Prevention (DLP) systems, and other security tools.
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Any combination of education and experience that demonstrates these qualifications may be
qualifying. Possession of a Bachelor’s Degree in information systems/technology, computer
science, information security, business administration, public administration or a related field
and a minimum of three (3) years of professional level experience in information technology,
information security, information systems administration or operations is required. Experience
in working with complex systems and projects, requiring motivation and interaction with a wide
variety of team/group members, is required. At least three years of public sector experience is
highly desirable. Information security certification, such as CISSP, CISSP-M, CISP or CISM is
highly desirable. A Master’s Degree or advanced education in information technology or
information security is desirable. Knowledge, education, or experience in physical security
measures and tactics is desirable.

Because this position will have regular access to confidential and potentially “law enforcement
sensitive” (unclassified) information as part of the duties, the positions require completion of a
thorough, pre-employment police background investigation (see below).

Management Benefits:

The successful candidate will be eligible for participation in the City’s Flexible Benefits Plan
that offers several optional benefit plans or a taxable cash option; $50,000 in City-paid life
insurance; paid annual leave accruing at 22 days per year for the 1st through the 15th year of
service; defined benefit City retirement with CalPERS reciprocity for those with eligible service;
and a mandatory 1% contribution to the 401(a) plan and .25% contribution to a retiree medical
trust with a City match to each; and optional deferred compensation (457) and 401(k) programs.

Retirement benefits for current City employees may differ from this Unclassified position. For
further information, contact Risk Management at (619) 236-6600. The benefits currently offered
to employees may be subject to future modifications.

Selection Process:

To be considered for this position, please submit the following: your current resume, a letter of
interest highlighting your relevant work experience and a list of three work-related references —

sending via Email to the Human Resources Department at HumanResources@sandiego.gov, or

two copies of the requested materials when using City inter-office mail to MS 56 in an envelope
marked “CONFIDENTIAL: Unclassified Recruitment — Information Security, Compliance,

& Risk Professional” or sending by US Mail to:

City of San Diego

Human Resources Department
1200 Third Avenue, Suite 1316
San Diego, CA 92101

Following the closing date, resumes will be screened according to the qualifications outlined
above. The most qualified candidates will be invited to a screening interview. Finalist interviews
will be held with a City of San Diego selection committee.
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Prior to a final selection, qualified finalist candidates for this position must successfully
complete a thorough police background investigation, which includes a polygraph
examination. Failure of the background investigation will disqualify a candidate from
being hired for this position. The background investigation package must be picked up from
the Police Department, Background Investigations Unit, 1401 Broadway, San Diego, CA 92101.
The package must be filled out completely and accurately, and submitted in person at the Police
Background Investigations Unit, and the candidate must bring a valid California Identification
(e.g., Driver’s License), as well as other documents required by the Police Department as part of
the background package.

If you have any questions, please contact the City’s Human Resources Department at (619)
236-6313.

The City of San Diego has an active Equal Opportunity/ADA Program for employment and
vigorously supports diversity in the workplace.

SCOTT CHADWICK
Human Resources Director Rev. 2/JC/Sept. 16, 2011/2270
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The City of San Diego is accepting resumes for the Unclassified position of

SAP CONFIGURATION AND INTEGRATION SPECIALIST
(SAP Procure to Pay or Customer to Collect with FICO Integration)

Salary Range: Dependent on qualifications and experience.
Recruitment: Open to all Qualified Candidates.
Filing Deadline: Open until filled. Candidates are encouraged to apply promptly as interviews

and selection may begin upon receipt of resumes from qualified individuals.

The City:

With more than 1.3 million people, the City of San Diego is the eighth largest city in the United States and
the second largest in California. The City of San Diego’s diverse population, great educational institutions,
unsurpassed quality of life and world-renowned location makes it the ideal place to work, live and play.

As one of the region’s largest employers, the City of San Diego has a combined Fiscal Year 2012 operating
budget of approximately $2.8 billion and employs over 10,000 highly dedicated employees. Additional
information about the City of San Diego can be obtained on the City’s website: www.sandiego.gov .

The Position:

Under the direction of the Enterprise Resource Planning (ERP) Director, the SAP Configuration and
Integration Specialist will be responsible for SAP’s Procure to Pay or Customer to Collect solutions. This
includes, configuring SAP and working with other developers to implement solutions that cross functional
and technical components, e.g. configuration, security, BW, and potentially other areas of the City of San
Diego’s SAP platform. This position will also have responsibility to ensure the standard SDLC is followed
for each type of change, including conformance to standardized change control policies and procedures.
Additional responsibilities include documentation of functional and technical specifications, liaison for
functional and technical change requests, and development and maintenance of implementation work plans,
which includes working with the business to determine requirements and priorities.

The SAP Configuration and Integration Specialist will also work closely with other members of the SAP
Support Organization through all phases of the SAP solution lifecycle in order to support the business needs
of the City.
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Key Areas of Responsibility:

Manage the SAP’s Procure to Pay or Customer to Collection.

Analyze reported problems, enhancement requests, and minor and major process redesigns for feasibility
within SAP standard functionality vs. user exits and custom programming;

Configure SAP to meet business requirements including the identification of integration points across
various modules;

Work in union with staff to develop and maintain the implementation plans and coordinate the scheduled
work of other as-needed team members to complete the implementation, including documentation,
testing, training, etc.

Assist the ERP Director in developing strategy for optimizing the use of SAP, and assist in business case
development and advise on the feasibility of potential future projects;

Maintain an awareness of SAP standard functionality, best practices, and SAP trends and directions;
Recommend implementation strategies that are aligned with the City’s business strategy and are
consistent with SAP’s enterprise architecture and strategic direction and computing platform standards;
Responsible for creating and maintaining supporting documentation for SAP design and configuration;
and

Carry out additional duties as necessary.

Quialifications:
The ideal candidate will possess the following qualifications:

Experience around the SAP Procure to Pay or Customer to Collect with FICO integration (ideally 3 years
or more).

Experience in any of the following modules is desired: FI (New GL, AA, AP, AR), CO, PS, ISPS (FM,
GM), MM-Purchasing, IM, Banking, Treasury, FICA and cross applications (Workflow, Notifications,
Business Partners, Document Management, BW, etc).

Understands complex integration of MM and LO with other ECC modules (FICO, PM, PS, etc.).
Extensive hands on experience with configuring multiple modules in SAP.

A working knowledge of SAP security, basis, ABAP, BW, IMG configuration, Solution Manager, and
other SAP platform tools

A working knowledge of SAP public sector functionality

A working knowledge of SAP’s functionality in the areas of finance, logistics, enterprise asset
management, billing, CRM, HCM, and related modules

Strong analytical skills with the ability to balance competing priorities;

Demonstrated skill in managing tasks in a team environment to build and implement the design;

A commitment to public service, fiscal responsibility, and innovation in government;

Ability to present and discuss technical information to non-technical staff in a way that establishes
rapport, persuades others and gains understanding;

Demonstrated skill in an SAP support environment

Flexible approach to problem solving; and

Solid work ethic.

Any combination of education and experience that demonstrates these qualifications may be qualifying.
Possession of a Bachelor’s Degree in information technology, business administration, public administration,
business management or a related field and a combined three years of experience (within the last eight years)
in SAP may be considered qualifying.
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Management Benefits:

The successful candidate will be eligible for participation in the City’s Flexible Benefits Plan that offers
several optional benefit plans or a taxable cash option; $50,000 in City-paid life insurance; paid annual leave
accruing at 22 days per year for the 1% through the 15" year of service; defined benefit City retirement with
CalPERS reciprocity for those with eligible service and a mandatory 1% contribution to the 401(a) plan and
.25% contribution to a retiree medical trust (with a City match to each); and optional deferred compensation
(457) and 401(k) programs.

Retirement benefits for current City employees may differ for this unclassified position. For further
information contact the Risk Management Department at (619) 236-6600. The benefits currently offered to
employees may be subjected to future modifications.

Selection Process:

To be considered for this position, please submit two copies of each of the following: your current resume,
a letter of interest highlighting your relevant work experience and a list of three work-related references
emailed to pholmberg@sandiego.gov or inner office to MS 56L in an envelope marked “CONFIDENTIAL:
Unclassified Recruitment — SAP Configuration and Integration Specialist”, or mail to:

City of San Diego

Human Resources Department
1200 Third Avenue, Suite 1316
San Diego, CA 92101

Following the closing date, resumes will be screened according to the qualifications outlined above. The
most qualified candidates will be invited to a screening interview. Finalist interviews will be held with the
City of San Diego selection committee. If you have any questions, please contact the City’s Human
Resources Department at (619) 236-6313.

The City of San Diego has an active Equal Opportunity/ ADA Program for employment and vigorously
supports diversity in the workplace.

SCOTT CHADWICK
Human Resources Director

RCK/10/21/11/2270
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The City of San Diego is currently accepting resumes for the unclassified position of
INFORMATION SECURITY, COMPLIANCE, & RISK PROFESSIONAL (SAP)

Salary Range: Dependent on qualifications and experience

Recruitment: Open to all Qualified Candidates

Filing Deadline: Open Until Filled

The City

With more than 1.3 million people, the City of San Diego is the eighth largest city in the United
States and the second largest in California. The City of San Diego’s strong economy, diverse
population, great educational institutions, unsurpassed quality of life, and world-renowned
location make it the ideal place to work, live, and play. With its great weather, miles of sandy
beaches and major attractions, San Diego is known worldwide as “America’s Finest City.”

As one of the region’s largest employers, the City of San Diego has a combined Fiscal Year 2011
operating budget of $2.76 billion and employs approximately 10,000 highly dedicated
employees. Additional information about the City of San Diego can be obtained on the City’s
website at www.sandiego.gov.

The Department

The Department of Information Technology, reporting under the Chief Financial Officer, is
responsible for City-wide oversight of the City’s annual IT budget of approximately $90 million,
including management of contracts for outsourced IT services (data center, help desk and
desktop support, data and voice networks, and application development and maintenance
services); providing enterprise-wide IT strategic direction; creating and implementing IT
standards, operational policies, and procedures; coordinating major City-wide IT initiatives; and
managing the City’s public and internal web sites.

The Position

The Information Security, Compliance, & Risk Professional (SAP) reports to the Information
Security, Compliance, & Risk Officer. In general, this position is responsible for assisting with
the development and implementation of information security strategies; monitoring and
enforcement of the City’s information security policies, standards, procedures, and internal
controls; coordination and management of a security awareness program, business continuity and
disaster recovery plans; overseeing, evaluating, and supporting information compliance issues,
which may include managing and monitoring security standards or internal controls compliance,
leading or conducting internal investigations, security and risk assessments, and helping
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employees understand and comply with applicable information security regulations, policies, and
procedures; and may also include providing guidance and autonomous evaluations of the City’s
information security compliance to management. This position will help manage contractual
external information security services provided to the City.

The position will be primarily responsible for managing and administering the security, system
access controls, and user access configurations within the City’s SAP Enterprise Resource
Planning (ERP) system and related applications. This position will manage, review, and monitor
SAP user role assignments, evaluate segregation of duties between system roles, coordinate with
department Business Process Owners in the creation, modification or deletion of system roles,
perform random security audits of SAP usage, and assist in managing the User ID creation
process (identity and access management).

Primary Qualifications:

The ideal candidate will possess the following minimum qualifications:

e Comprehensive working knowledge and experience in information security technologies,
tactics, products, and industry best practices;

e Current working knowledge of and experience in general information technology systems
and IT industry trends;

e Demonstrated knowledge of and experience in information systems risk and compliance
management for ensuring the safety, integrity, and availability of protected data;

e Self-motivated and capable of making and implementing decisions which may have a
significant impact on the security and integrity of the organization’s data;

e Superior planning and organizational skills to develop and implement information security,
risk, and compliance strategies, policies and procedures;

e Demonstrated business and political acumen to work effectively with the public, other
agencies, businesses, and elected officials;

e Ability to balance between competing priorities with externally imposed deadlines;

e Strong interpersonal and leadership skills, with the demonstrated ability to successfully

interact with a wide variety of stakeholders (e.g., subordinates, co-workers/peers, managers,

and executives) and work cooperatively toward commonly supported solutions;

Excellent written and verbal communications skills;

A commitment to public service, fiscal responsibility, and innovation in government;

Knowledge of segregation of duties and controls issues in business processes; and

Current working knowledge and experience in using and supporting SAP GRC Risk,

Analysis, and Remediation (RAR), Compliant User Provisioning (CUP), and SAP Process

Controls (PC), NetWeaver Portal, SAP ECC, CRM, & BI/BO.

Any combination of education and experience that demonstrates these qualifications may be
qualifying. Possession of a Bachelor’s Degree in information systems/technology, computer
science, information security, business administration, public administration or a related field
and a minimum of three (3) years of professional level experience in information technology,
information security, information systems administration or operations is required. Experience
in working with complex systems and projects, requiring motivation and interaction with a wide
variety of team/group members, is required. At least three years of public sector experience is
highly desirable. Information security certification, such as CISSP, CISSP-M, CISP or CISM is
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highly desirable. A Master’s Degree or advanced education in information technology or
information security is desirable. Knowledge, education, or experience in physical security
measures and tactics is desirable.

Because this position will have regular access to confidential and potentially “law enforcement
sensitive” (unclassified) information as part of the duties, the positions require completion of a
thorough, pre-employment police background investigation (see below).

Management Benefits:

The successful candidate will be eligible for participation in the City’s Flexible Benefits Plan
that offers several optional benefit plans or a taxable cash option; $50,000 in City-paid life
insurance; paid annual leave accruing at 22 days per year for the 1st through the 15th year of
service; defined benefit City retirement with CalPERS reciprocity for those with eligible service;
and a mandatory 1% contribution to the 401(a) plan and .25% contribution to a retiree medical
trust with a City match to each; and optional deferred compensation (457) and 401(k) programs.

Retirement benefits for current City employees may differ from this Unclassified position. For
further information, contact Risk Management at (619) 236-6600. The benefits currently offered
to employees may be subject to future modifications.

Selection Process:

To be considered for this position, please submit the following: your current resume, a letter of
interest highlighting your relevant work experience and a list of three work-related references —

sending via Email to the Human Resources Department at HumanResources@sandiego.gov, or

two copies of the requested materials when using City inter-office mail to MS 56 in an envelope
marked “CONFIDENTIAL: Unclassified Recruitment — Information Security, Compliance,

& Risk Professional (SAP)” or sending by US Mail to:

City of San Diego

Human Resources Department
1200 Third Avenue, Suite 1316
San Diego, CA 92101

Following the closing date, resumes will be screened according to the qualifications outlined
above. The most qualified candidates will be invited to a screening interview. Finalist interviews
will be held with a City of San Diego selection committee.

Prior to a final selection, qualified finalist candidates for this position must successfully
complete a thorough police background investigation, which includes a polygraph
examination. Failure of the background investigation will disqualify a candidate from
being hired for this position. The background investigation package must be picked up from
the Police Department, Background Investigations Unit, 1401 Broadway, San Diego, CA 92101.
The package must be filled out completely and accurately, and submitted in person at the Police
Background Investigations Unit, and the candidate must bring a valid California Identification
(e.g., Driver’s License), as well as other documents required by the Police Department as part of
the background package.




mailto:HumanResources@sandiego.gov



Information Security, Compliance, & Risk Professional (SAP)
Page 4 of 4

If you have any questions, please contact the City’s Human Resources Department at (619)
236-6313.

The City of San Diego has an active Equal Opportunity/ADA Program for employment and
vigorously supports diversity in the workplace.

SCOTT CHADWICK
Human Resources Director Rev. 2/JC/ September 16, 2011/2270





